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Database and Data Management

It is the vendor’s responsibility to design, develop, configure, and manage the system
database and its related database functions and features, in compliance with the following
requirements:

* Provide a highly available Oracle Database environment with a 2-node RAC
configuration, together with a corresponding 2-node RAC configuration at the Disaster
Recovery Site (DR).

* The database and applications shall comply with the applicable laws, regulations,
executive instructions, and procedures governing the 2027 municipal elections,
including all relevant functions and processes. The database shall accordingly be designed
and configured to accommodate the requirements of the 2027 municipal elections.

* Committees’ information shall be loaded into the system together with their respective
users, passwords, and privileges.

* All information related to polling and counting centers and polling stations, including
their spatial data and coordinates, shall be added to the database to support the Geographic
Information System (GIS). Such information shall be provided by the IEC GIS
Department.

* Create the required database views and reports to facilitate the publication of real-time
and near-real-time statistics.

* The system shall support the automatic calculation and aggregation of electronic
results for candidates at the applicable levels of the electoral process, including polling
stations, polling centers, and electoral districts, as determined by the approved electoral
procedures.

* Coordinate with the relevant telecommunications service provider to upload and map
SMS mobile numbers to the users assigned to the electoral committees.

* The database shall support all phases of the electoral process, starting from preparation
for Election Day, including the preparation of mock data for training system users and the
execution of testing and simulation phases, through the use of actual election data on
Election Day and the required post-election processing.

* Prepare training materials for data-entry users, including video materials supported by
animation.

* Support Barcode processing as required by the approved system procedures.

|Pagel4d



Front End Web Application

The Front-end application shall be provided and shall comply with the following
requirements:

* Utilize the hosting environment, infrastructure, and software provided by the IEC.

* Optimize the application for low-bandwidth environments. With zero clints side
configuration, and compatible with any browser and any monitor size.

* Provide a dedicated module for committee members to validate voter information(by
using MRZ,Sanad), including displaying the voter’s facial photograph, and to prevent
duplicate voting by electronically marking the voters’ database to indicate that the voter
has exercised their voting right.

* Ensure that the system verifies, prior to allowing the voter to proceed, that:

o the voter has not already exercised their voting right;

o the voter is assigned to the relevant polling station and polling center; and

o the voter belongs to the applicable electoral district.
In the event that any of the above conditions is not met, the system shall display an
appropriate message to the committee user indicating the reason for preventing the voting
process.

* Provide a dedicated module to display the number of voters who have already exercised
their voting rights at the respective polling station. The module shall be linked to the
authenticated committee user, ensuring that each committee user can only access
information related to their assigned polling station.

* Provide an automated dashboard with automatic refresh functionality to display the
number of eligible voters, the number of voters who have exercised their voting rights,
and the corresponding percentage, based on the applicable administrative and electoral
levels, including:

o Governorate
= District/Municipality
= Other levels

* Provide a module enabling committee members to enter the number of votes received by
each candidate. The module shall be designed and developed in consultation with the IEC
to ensure an appropriate and user-friendly experience.

* Provide the capability to print electronic results using the available printers at the polling-
station and polling-center levels, using barcode technology as described in the relevant
section of the technical specifications.

* Ensure browser compatibility with Microsoft Edge and Google Chrome.

|Page 15



Back End Application

The back-end elections system shall be provided and shall comply with the following
requirements:

Be used by election administrators to manage and monitor the electoral process,
including connectivity status, voter turnout percentages, results, and other relevant
operational information.

Provide functionality to monitor the connectivity status of polling stations (polling
boxes) and identify and report polling centers or stations that are not connected to the
central system.

Provide functionality for managing and controlling user privileges and access permissions
in accordance with the assigned roles and responsibilities.

Provide functionality to generate reports on vote-counting results and elected
candidates/winners, in accordance with the approved electoral procedures.

Provide functionality to generate and access reports through supported web browsers.

Provide a service for receiving and processing SMS requests in accordance with the
electoral requirements. Each committee will be provided with a mobile phone by the
telecommunications service provider. The back-end system shall maintain the SMS
numbers assigned to each committee and use this information to control and verify that a
committee does not interact with voters who are not registered within its assigned polling
station.
Provide administration screens to support the management and configuration of the
system, including:

o Managing user privileges;

o Enabling and disabling users;

o Enabling and disabling the SMS service;

o Printing stickers containing passwords and potentially other required
information for distribution to committees;
Configuring lookup/reference values; and
Performing other similar administrative and configuration tasks.

o

Barcode processing

The system shall support Barcode processing for the purposes of result collections,
aggregations and control.

Business Intelligence Bl Application

The overall election system shall provide comprehensive reporting and analytics
capabilities for authorized users of the IEC through a Business Intelligence platform that
delivers the required reports, indicators, dashboards, and analytical capabilities. The Bl
solution shall comply with the following requirements:
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* Provide online dashboards displaying voting percentages across multiple dimensions and
levels as required by the IEC.

* Provide near-real-time statistics and analytics at multiple levels and according to different
dimensions, including age categories, time periods, gender, and any other reports or
analytical views required by the IEC.

* Provide dashboards and analytical views that support the monitoring and analysis of the
electoral process in accordance with the requirements and authorized access levels defined
by the IEC.

Geographical Information System

The election system shall integrate with the IEC GIS database to provide a geographic
representation and visualization of election-related data. The GIS solution shall comply with
the following requirements:

* Display polling centers on the map based on the geographic coordinates provided by the
IEC.

* Provide a geographic interface that enables authorized administrators to visually monitor,
track, and manage polling and counting information.

* Use a clear and intuitive color scheme to indicate the operational status and activity of
polling centers during the polling and vote-counting phases.

Please describe your proposed GIS solution and its components, detailing how it will meet
the requirements of this tender, including the technologies to be used.

Elections Simulation Trials

To support comprehensive user training and to thoroughly test the functionality, connectivity,
performance, and operational readiness of the election system, the solution shall provide a
dedicated simulation environment.

The simulation environment shall support the following:

* Set up and configure the required environment to conduct at least four full simulations
covering the functionality, connectivity, performance, and operational aspects of the
system. The exact number of simulations shall be determined by the IEC.

* Generate and load mock voter data for simulation purposes.
* Generate and load mock candidate data for simulation purposes.
* Generate and issue mock usernames and passwords for committee users.

* Provide, during each simulation, a module that displays the connected and unconnected
polling stations. This screen shall be available to the Telecom technical staff to monitor
the connectivity status of the polling centers.

* Assign the appropriate user privileges and access permissions required for the simulation.

* Load specific mobile numbers provided by the Telecom provider into the database and
use them to conduct SMS testing limited to the provided mobile numbers.
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* Run the Front End, Back End, GIS, BI, and SMS modules in full simulation mode.
* Process and issue simulated voting results.

* Test the Barcode processing and operations as part of the simulation.

Information Security

The proposed solution shall comply with all Information Security requirements and
specifications defined by the IEC, as well as the requirements and standards established
by other relevant information security authorities and regulatory entities in the Kingdom.

The solution shall include, at a minimum, the following:

Committee passwords shall be randomly generated and delivered to each committee
in a sealed envelope addressed to the respective committee, in accordance with the
IEC's approved procedures and standards.

Upon user login, the system shall record the relevant session information in the
database.

Upon user logout, the system shall record the relevant session information in the
database.

Authenticated committee users shall only be permitted to validate voters assigned to
the polling station for which the respective committee is responsible. If a voter does
not meet this condition, the system shall display an appropriate notification and
prevent the operation from proceeding.

Each committee shall be assigned a dedicated SMS number. The system shall
support the use of SMS services as described in the relevant requirements above. The
SMS service shall be capable of being enabled or disabled through a dedicated
administration screen.

The system shall provide mechanisms to control committee user access by enabling or
disabling the committee user's login capability. Authorized administrators shall be
able to allow or prevent a user from accessing the system. User access shall be
enabled at the start of the elections through a dedicated back-end administration
screen.

Committees shall not be permitted to access voter information allocated to other
committees.

The database architecture shall provide segregation between the main application
schema and the committee user schema, preventing committee users from
accessing information belonging to the main application schema.

During the election period, the system shall provide auditing of changes to sensitive
information to ensure that unauthorized or unintended changes to such information
can be detected and traced.

The actual voter and user data shall remain under the control of the IEC and shall only
be loaded into the main system after completion of the final simulation. Following the
loading of the actual data, the system shall be locked, and users shall not be permitted
to log in until the election date.

The solution shall prevent injection attacks by appropriately separating untrusted
data from commands and queries.
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e The solution shall provide appropriate session management and session timeout
controls.

o The solution shall provide appropriate protection against exposure of sensitive data.

e The solution shall implement appropriate validation and security controls for URL
redirects and forwards.

e The solution shall use Secure Socket Layer (SSL) for securing communications.

Performance

The election system is a nationwide online solution that enables voters to cast their votes
through their respective polling stations. Given the large number of committee and backend
users expected to connect simultaneously and continuously perform voter validation
operations across polling stations throughout the Kingdom, maintaining the required system
performance is critical to ensuring the effective operation of the election process.

The system shall comply with the following performance requirements:

e The system shall support the simultaneous connection of all committee users and
backend users without delays that affect the operation of the system.

o The system performance shall be tested by simulating concurrent connections
equivalent to 100% above the expected number of committee users and backend
users. The performance test shall be conducted by a party selected by the IEC.

e Following login, a connected committee user shall be able to validate a voter. The
validation operation shall retrieve the voter's information, including the voter's facial
photograph. Excluding delays caused by communication channels, the system shall
respond to the validation request within 3 seconds.

o Ifthe voter is eligible, the committee user shall be able to save/record the validation
result, and this operation shall also respond within 3 seconds, excluding delays caused
by communication channels.

e The above performance indicators shall be achieved while all committee users are
logged in and simultaneously performing voter validation operations.

Scalability and Availability

Please describe the scalability and availability capabilities and features available within the
proposed solution, taking into consideration the infrastructure provided and available at the
IEC.

The proposed solution shall include and address the scalability and availability of both the
Front-End and Back-End components.
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Configuration and Support

The elections management software system is considered a mission-critical system and
requires comprehensive and continuous support, monitoring, configuration, and testing
activities.

Please describe how the proposed solution and support team will address the following
requirements:

e Assign qualified support engineers with proven experience in supporting mission-
critical systems at both the Main Site and the DR Site.

o Provide support for, as well as testing and configuration of, the Oracle Database.

o Describe the procedures and approach that support engineers will follow in the event
of a complete failure of the Main Site, including the required actions to maintain the
continuity of system operations.

e Monitor system performance and identify and address performance bottlenecks during
system tests and throughout the election day.

o Participate in the simulation and testing process for the software system and its related
components prior to the elections.

e Provide 24x7 availability to respond to IEC requirements and support requests.

o All development & programing work takes place on-site with the authority
using specific team devices. Sharing or transferring any data outside the
organization is strictly prohibited under our privacy agreement and ISO
27001 compliance standers.

Delivery

The proposed solution shall be delivered two months prior to the election day.

Maintenance

The solution provider shall provide maintenance services for the proposed solution for a
period of one year following the election day.

NDA
The solution provider shall sign a Non-Disclosure Agreement (NDA) provided by the IEC.

Source Code

The solution provider shall design and build completely new system from scratch in full
compliance with IEC requirements. hand over the source code and all relevant
documentation to the IEC, including the technical documentation and user manual.
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