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Database and Data Management

It is the vendor’s responsibility to design and build the system’s database,
and manage the related database functions and features, and shall comply
with the following:

e Highly available Oracle Database with 2 node RAC configured with 2
node RAC server at Disaster Recovery Site (DR)

e Database and Application must adhere to the articles for parliamentary
election 2024 with all its procedures and functions, therefore, design
and create a database and configure it to accommodate 2024 election.

e Legible voters (o=l Jaw)political party , and candidates information
will be provided by IEC in advance in dump format and shall be
uploaded to Database a couple of days before elections day

e Committees’ information shall be loaded to the system together with
their users, passwords and privileges.

e All information of polling centers and polling stations spatial data
(coordinates) shall be added to the database for geographic information
system. Such information will be provided by the IEC GIS department.

e Views and reports shall be created on the system to expedite the
publication of real-time/ near real-time statistics.

e Automatic calculation of the electronic results for candidates shall be
included in the system on many levels (polling stations, Polling Centers,
Electoral Districts).

e Work with telecommunications provider to upload data mapping of
SMS mobile numbers with committees’ users.

e Database shall cover all phases of preparation for elections day
(including preparation of mock data to be used for training of system
users, and testing phases simulation), including real data on elections
day and post elections processing.

e Prepare training Material for data entry (with video animation)

e Make a full backup immediately after elections, and before elections
preferably multiple times.

e Support Barcode processing.
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Front End Web application

The Front-end application shall be provided and shall comply with the
following:

e Use the hosting environment including infrastructure and Software
provided by IEC.

e Optimized for lower bandwidth, the vendor shall test the system using
different options of the available bandwidths based on the network
coverage of the entire election centers across the kingdom.

e The application should include a module to be used by the committee
members in order to validate citizen information including a facial
photo and preventing voters from voting twice by marking the voters
database to indicate that the citizen has exercised voting right.

e Make sure that the system checks that the voter had not already voted
or does not belong to a different polling station/Polling center or District
before allowing him/her to vote. In such situations a proper message
should appear to inform the committee user.

e Make available a module which will display the number of voters who
already cast their votes in the respective polling station. This module
shall be linked to the current committee user, so that the committee user
can only see information belonging to the current polling station only.

e Make available automated dashboard that refresh automatically to
display no of eligible voters, no of people who voted, and their
percentage based on

o The governorate
o The district

e Provide a module to allow committee members to fill counts that each
candidate received. The module shall be designed with consultation of
IEC to make sure it provides a good user experience.

e Print the electronic results using available printer on the level of each
polling station, polling center y by using barcode as described in a
later section.

e Browser compatibility : Edge, Chrome

*** Please describe your front end solution and its components
detailing how it will meet the requirement of this tender ***
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Back End Application

The back-end elections system shall be provided and shall comply with the
following:

Be Used by Election administrator to manage the election process by
monitor connectivity, elections percentages, results, etc.

Be Used to monitor polling station (Box) connectivity and report
unconnected centers

Be Used to control user privileges management.

Be Used to generate Reports for Count results and winners.

Be Used to generate Reports via supported Internet Browser.

Service to consume SMS requests as per elections requirements. Each
committee will be provided with a mobile phone by the telecom
provider. The backend system also maintains SMS numbers given to
each committee and therefore controls that the committee does not
interact with voters not registered within his/her polling station.
Administration screens to allow the control of user privileges, enabling
and disabling users, enabling and disabling SMS service, printing
stickers for delivering password (and potentially other information)
setting up lookup values and other similar tasks.

*** Please describe your back end solution and its components detailing
how it will meet the requirement of this tender ***

Barcode processing

o The system must support Barcode processing for result control -

Business Intelligence BI Application

The overall election system shall provide reporting and analytics
capabilities for the authorized users of IEC, this shall be provided through
a business intelligence system that provides the required reports, indicators
and analytics, and shall comply with the following:

e Shows online dashboard of voting percentages across multiple

dimensions

o Create near real-time statistics on many levels, by age categories, by

time, gender and any other reports needed for that matter.
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e An example of a dashboard page is
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*** Please describe your Bl solution and its components detailing
how it will meet the requirements of this tender including technology
used. ***

In your description, please explain how your solution addresses
performance issue expectations as a near real-time solution is expected.

Geographical Information System

The election system shall integrate with IEC GIS database to provide
special presentation of the election data, and shall comply with the
following:

e Display polling centers on the map according to the provided
coordinate.

e Create a geographic interface that allows administrators to visually
monitor, follow and manage polling and counting information.

e Use a clear color scheme to show center activity during polling and
count phases.. Below is an example of what such a page could look like:
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*** Please describe your GIS solution and its components detailing
how it will meet the requirement of this tender including the technology
used ***

Elections Simulation Trials

In order to comprehensively train users and test the system, it is imperative
to provide a simulation environment.

Setup the environment for carrying out at least four real simulations to
test the functionality, connectivity, performance, and operations of the
system. The exact number of simulations will be determined by IEC.
Generate and load mock voter information.

Generate and load mock candidate information.

Generate and Issue mock Username and password for committees.
During simulation provide module that will show the connected vs
unconnected polling stations. Such screen is to be used by Telecom
technical staff to monitor which centers are connected and which are
not.

Give proper privileges for users.

Use specific mobile numbers provided by Telecom provider and load
to database to allow for SMS test limited to the provided mobile
numbers.

Run frontend, backend, GIS, Bl, and SMS modules in full simulation
mode.

Issue voting results.

Test barcode operations.
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Information Security
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e The generation of committee passwords shall be random and delivered
to each committee by an envelope addressed to the committee according
to IEC standard procedures.

e Upon login, the system must log session information in the database.

e Upon logout, the system must log session information into the database.

e Logged-in committee users shall be allowed to validate voters
belonging only to the polling station the committee is responsible for.
If a voter violates this condition, the system will display an appropriate
message and abort the operation.

e FEach committee is assigned an SMS number. The system shall allow
the utilization of SMS services as described above. The usage of SMS
services can be enabled or disabled by using administration screen
developed for this purpose.

e Controlling committee user activity by enabling and disabling
committee user’s login operation so that administrator can prevent or
allow such user to use the system. Administrated shall enable users
when the elections start by a backend administration screen set for this
purpose.

e Committees shall not be able to access information of voters allocated
for other committees

o Segregation of main application schema from Committee user schema
to prevent committee user from accessing the main schema information.

e -Define Sparta tasked for each DBA

e During the elections, it is required to Audit the changes of sensitive
information to ensure that there is no backdoor that is changing this
information.

e Thereal voters and users’ data shall be kept with IEC and will be loaded
to the main system only after the last simulation and then system will
be locked, and no users are allowed to login till the elections date.

e Ensuring that the solution is not vulnerable to OWASP Top up-to-date
Vulnerabilities

e Ensuring Prevention of injection by keeping untrusted data separate
from commands and queries
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Control sessions and sessions time out

Protection of sensitive data exposure

Ensuring validation of URL redirects and forwards>
Ensuring the system using Secure Socket Layer

*** Please describe how security system complies with the above points**=*

Performance

A nationwide software solution as an elections system is an online system
that allows for voters to cast their votes in their respective voting stations.
As there is a large number of committee users connected simultaneously to
the system and continuously validating voters from all polling stations all
over the kingdom, it is crucial to understand that failing to provide
satisfactory performance indicators will negatively impact the elections
process:

e The system shall allow the connections of all committee users plus
backend users simultaneously without delays.

e Test system performance by simulating concurrent connections equal
to 25% more than the expected number of committee users and backend
users, the test shall be perform by a party selected by IEC.

e After login, the connected committee user shall validate the voter; such
operation shall fetch voter information plus his/her facial photo. The
system (excluding delays in communication channels) should respond
within 3 seconds. If the voter is eligible, the committee user shall save,
and this operation should also respond within 3 seconds. These
performance indicators must be met when all committee users are
logged in and executing validation operations.

*** Please describe how performance complies with the above points ***

Scalability and Availability

Describe scalability and availability features available in your solution
taking into consideration the available infrastructure. Your solution shall
include the front and back end components
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Configuration and Support

The elections management software system is a mission critical system and
requires intensive support and configuration tasks.

Describe how you will accomplish the following.

Assign support engineers with proven a mission critical experience for
both the main site and the DR site

Support, test and configure Oracle Database.
How will support engineers handle a full failure of the main site.
Monitor Performance and bottle necks during tests and election day

Be part of the simulation test process for the software system and related
component before the elections.

Available 24x7 to respond to IEC requirement.

Delivery
The proposed solution must be delivered 2 month before elections day

Maintenance
Offer maintenance service for the solution for period one years after the
election day .

NDA:
The provider shall singe an NDA (non-disclosure agreement)
provided by IEC .

Source code
The solution provider shall hand over the source code to IEC
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